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1 Introduction

1.1  Document Purpose

This document presents the user guide for the En8ironmental Protection Agency’s (EPA'S)
Office of Prevention, Pesticides, and Toxic Substar(OPPTS) / Office of Pollution Prevention
and Toxics (OPPT), and Central Data Exchange (CEI¥gtronic Toxic Substances Control Act
(eTSCA) Submissions data flow that provides serfoc80 different types of Toxic Substances
Control Act (TSCA) submissions through EPA’s CDX¢®m.

1.2  Background

The purpose of this system is to provide securetreleic submission and receipt of eTSCA
submissions. Industries can submit the encrypteldsagned data through CDX to the OPPT
environment in the Enterprise Content Managemeste®y (ECMS). OPPT analysts obtain the
data from ECMS and use it in a workflow process.

The eTSCA application facilitates the receipt atwlagye of eTSCA-related submissions into the
ECMS.

1.3 Scope

The eTSCA CDX Registration User Guide providesuber with the information that he/she
needs to know about registration for CDX underfB&€A program.

Introduction eTSCA CDX Registration Guide
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2 CDX Web Registration

The following section describes CDX Web registnamwocess for an eTSCA submitter. All
CDX Web users enter the system through the CDX Waine page located at
http://cdx.epa.gov as seen in Exhibit 2-1.

Exhibit 2-1 CDX Web Home Page

U.S. Environmental Protection Agency:

CDX Home

Recent Anncuncements | Contact Us

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The Central Data Exchange concept has been defined as a central point which
supplements EPA reporting systems by performing new and existing functions for receiving legally acceptable data in various formats. including consolidated and integrated data

Account Login I' If you are new to CDX and wish to register. please click here. I

Registration

Frequently Asked
Questions

Help & Support We strongly encourage users of this site to employ the most recent version of Internet Explorer (do not download a beta version of Internet Explorer), because 128-bit encryption support is standard with this

CDX Home release. Users employing an earlier version of Intemet Explorer may update their encryption support to enable 128-bit encryption support at (http //www microsoft com/windowsfie/ie6/downloads/default mspx)-

Terms & Conditions

® [fyou already have a CDX ID and password. click here.

Help Desk: (888) 890-1895
EPA Home | Privacy and Security Notice | Contact Us

Last updated on September 15, 2009.
URL: http:fiw v\.2pa. gov/epahome/usenotice.ntm

New users will choose the first option titled “iby are new to CDX and wish to register, please
click here” to launch the registration wizard. Arwiag notice will be displayed as seen in
Exhibit 2-2.

eTSCA CDX Registration Guide CDX Web Registration
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Exhibit 2-2 CDX Web Warning Notice and Privacy Stat ement

U.S. Environmental Protection Agency

Registration Warning Notice

Recent Announcements | Contact Us

COX Home » Registration Warning Notice:

Environmental Protection Agency

Account Login Central Data Exchange

Registration
Frequently Asked
Questions Warning Notice
Help & Support
CDX Home EPA's Central Data Exchange Registration procedure is part of a United States Enviranmental Protection Agency (EPA) computer system, which is for authorized use only. Unauthorized access or use of this
Terms & Conditions. computer system may subject vialatars to criminal, civil. and/or administrative action. All infarmation on this camputer system may be manitared. recorded. read. copied, and disclosed by and to authorized
personnel for official purposes. including law enfarcement. Access or use of this computer system by any person. whether authorized or unauthorized. constitutes consent to these terms

Privacy Statement
EPA will use the personal identifying infarmation which you provide for the expressed purpose of registration to the Central Data Exchange site and for updating and correcting information in internal EPA

databases as necessary. The Agency will not make this infarmation available for other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an outside third party
[Federal Register: March 18, 2002 (Volume 67, Number 52)][Page 12010-12013]

k here to contin

Help Desk: (888) 890-1385
EPA Home | Privacy and Securty Notice | Contact Us

Last updated on September 2, 2005
URL: fitp:/fw ww epa.goviepahome/usenotice him

The “Click here to continue” link will continue thregistration process, leading to the Terms &
Conditions page as seen in Exhibit 2-3.

CDX Web Registration eTSCA CDX Registration Guide
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Exhibit 2-3 CDX Terms & Conditions Agreement Form

U.S. Environmental Protection Agency:
Terms & Conditions
Recent Anneuncements | Contact Us

CDX Home > Terms & Conditions

The access and use of CDX Registration for the electronic submittal of emironmental information require the creation of a user ID and passwerd that | must maintain and keep confidential. | will review the
following steps conceming the creation and maintenance of a user ID and password.

Warning Notice

Account Login

Registration EPA’s Central Data Exchange Registration procedure is part of a United States Environmental Protection Agency (EPA)} computer system, which is for authorized use only. Unautharized access or use of this

o= mneanify Kakint computer system may subject vialators to criminal, civil, andfor administrative action_ All information on this computer system may be monitored, recorded, read. copied, and disclosed by and ta autharized
Questions personnel for official purpases. including law enforcement. Access or use of this computer system by any person, whether or 5 consent to these terms.

Help & Support

CDX Home Privacy Statement

Terms & Conditions

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site and for updating and correcting information in internal EPA
databases as necessary. The Agency will not make this information available for other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an outside third party
[Eederal Register: WMarch 18. 2002 (Volume 67, Number 52)][Page 12010-12013]

Choosing a CDX Password

For CDX registration purposes. | agree to select a password which will not be easily guessed (e g, my name, my children's names, birthdays. etc ).

This password will be at least eight characters long and contain a mix of letters and numbers.

Protecting my CDX Password

| agree to protect my CDX password.

1 will not divulge my password fo any ether individual; | will not store it in an unprotected location; and | will not allow it to be written into computer scripts to achieve automated login.

Limited CDX Software Distribution

Any distribution of software provided by the Emvironmental Protection Agency's Central Data Exchange shall be handled accarding to any defined license practices.

CDX provides tools which contains FIPS-alidated RSA BSAFE Crypto-J which is classified under Expart Commodity Classification Number (ECCN) 50002 "Encryption Sofware” referenced under CCATS
(059799 This product is eligible for license exception ENC under Sections 740 17 (A) and (B} (2) of the Export Administration Regulations (EAR). The exportation of this item classified by the Bureau of
Industry and Security (BIS) as 5D002 "Unrestricted” to foreign subsidiaries of US companies is permitted under this license exception ("ENC "Encryption”). This license exception does not apply ta the

embargoed nations of Cuba. Iran, North Korea. Sudan and Syria or any parties found on the various government denial lists including the Department of Commerce Denied Parties List. For additional
information and guidance regarding your use of this product. please refer to the United States’ standard I for encryption at http fwww access gpo s [pdfiT40 pdf

Actions to take if my CDX Account has been Compromised

If | have determined that my CDX account has become compromised. | agree to contact the CDX Technical Support staff at 1-888-890-1995 as soon as possible.

Terminating my CDX Account

| agree to notify CDX within ten working days if my duties change and | no langer need to interact with the CDX an behalf of my organization_ | agree to make this notification via either the CDX web interface ar

by notifying the CDX Technical Support staff at 1-388-830-1995. This notification will allow COX ta deactivate my account and protect it from potential abuse by others.

| have reviewed these terms and conditions.

| | DECLINE |ACCEPT |

You are in an encrypted secure session.
Help Desk: (388) B90-1885
EPA Home | Privacy and Security Notice | Contact Us

Last updated on October 7, 2009.
URL: hitp://www.2pa.gov/epahome/usenotice.ntm

Users can accept the terms and conditions by olicthie “I Accept” button or cancel the
registration by clicking the “I Decline” button. ©&the user has accepted the registration
agreement, he or she will be redirected to thegperlsnformation form as seen in Exhibit 2-4.

eTSCA CDX Registration Guide CDX Web Registration
December 7, 2009 9



Exhibit 2-4 CDX Registration: User Information

U.S. Envir tal Pr

Registration

Recent Anneuncements | Contact Us.

CDX Home > Registration

About CDX

Account Login COX i o User Infi

Registration

Frequently Asked Use the TAB key to move from field to field. % = REQUIRED FIELD
Questions

Help & Support
D FirstName: |Mr.  ~||John *
Terms & Conditions LastName: [Smith * Suffix:|- =

Please choose a user name and password—the password must be at least 8 characters
long and contain at least one number. Both passwords and user names are restricted to
alpha-numeric characters and may not begin with a number or contain spaces or symbols,
e0.5# .7 or @ Your user name should not be a part of your password. If you enter a user
name which is in use, you will be asked to select a new user name.

User Name: |JohnSmith *

(More than 7 characters; Dontuse §# ~or @)

Fassword: [esssssss *

*
(More than 7 characters w/1 number; Dontuse $# “or

Re-enter Password: |e.

The Help Desk will use the Secret Question and Answer to authenticate you if you forget your
password. Please enter a secret question which has relevance to you and has an answer
which is not easily guessed by others.

Secret Question: [Whatis my favorite colo %
Secret Answer: [Blue] *

You are in an encrypted secure session.

Help Desk: (888) 890-1995
EPA Home | Privacy and Security Hotice | Contact Us

Last updated on February 18, 2007
URL: http:fivwwi w.epa.goviepahome/usenotice.him

After choosing a user name, password, and secestiqu, the user will be asked for his or her
organization information (Exhibit 2-5).

Exhibit 2-5 CDX Registration: Organization Informat  ion

U.S. Environmental Protection Agency

Registration

Recent Announcements | Contact Us Logged in as, JOHN SMITH.

MVCDX > Registration

CDX Regit ior lizati i

Use the TAB key to move from field to field. % = REQUIRED FIELD

Organization Name: [ABC Chem Co. | &
Terms & Conditions Registrants Work Mailing Address 1: [123 StestRd. | %
Regisvants WorkMaling Address 2. [ |
city: [Townsville *
State/Province: ,Vug\ma—;[ *
ZipPostal Coge: [12345 | %

Country: [UNITED STATES )

E-mail: john.smith@epa.gov  *
Phone Number: [111-222-3344 *  Ext)1234

U.§, Canada & Caribbean Islands Phone Format

TR
International Phone Format.
011+ Country Gode + City Cade + Local Number

1As necessary.

You are in an encrypted secure session.
Help Desk: (883) 8901985
EPA Home | Privacy and Security Notice | Contact Us

Last updated on August 1, 2008,
URL: hitp://vewiw.epa. gov/epahome/usenatice. him

CDX Web Registration eTSCA CDX Registration Guide
December 7, 2009 10



The user will have to provide his or her organmathame, address, e-mail address, and phone
number. It is important that the user carefullyentbte input for the “Organization Name” field,
as he or she will be prompted for this informatituming the e TSCA submission process and will
need to provide an exact match for authentication.

Clicking the “Next” button will lead to the “Add Bgram” page. On this page the user will
choose the “TSCA” dataflow as seen in Exhibit 2-6.

Exhibit 2-6 CDX Registration: Add Program

U.S. Environmental Protection Agency

Registration

Recent Announcements | Contact Us Logget in as, JOHN SMITH

MyCDX > Registration

ACCom oot CDX Redistration: Add Program
Registration
Fi itly Asked

r:;:::or\ss Cleanup and Exchange Systemn (ACRES):
Help & Support Compliance Assurance and Enforcement - South Central (CAE-SC)
CDX Home
Terms & Conditions Compliance Assurance and Enforcement - South Central (CAESC).

Clean Air Report Enforcement System (CARES):

CROMERR Test Sandbox (CROMERRTEST).

Discharge Monitaring Report (DMR)

Environmental Appeals Board (EAB):

TESTING FOR EARS DATAFLOW TRANSFERS (EARSTEST).
Electronic Inventory Update Reporting (EIUR).

Federal Bridge Interoperability Test (FBIT)

Facility Registry System - Update Service (FRS-US).

Green House Gas Reporting (GHG).

Great Lakes Environmental Database Query System (GLENDA)
Exchange Network Grant Semi-Annual Reporting Forms (IEPB)
Lead-Based Paint Activities (LEAD):

LT2: LT2, Stage 2, and IDSE FlaniReport Entry (LT2):

National Emmissions Inventory (WebiNode Integration Pilat) (MEIpilot).
Matienal Envirenmental Methods Index Contaminants (NEMI-CBR):
Ozone Depleting Substances (0DS)

Office of Transportation and Air Quality Fuels Registration (OTAQREG):
Public Health Air Serveillance Evaluations (PHASE)

Pesticide Producer Tracking Systemi{PPTS) (PPTS):

Radionuclide NESHAPs (RAD):

Radiation Network (RADNET):

Risk lanagement Plan (RMPESUBMIT).

Region 6 Enfarcement Workshops (Reg6ENF )

STORET File Transfer (STORET):

Stormwater Notice of Intent (eNOI) (SWENOI):

Toxics Release Inventary-Digital Signature (TRI-DS).

Toxic Release Inventory Made Easy (TRIME).

Toxic Release Inventory Made Easy Web (TRIMEweb)

DB DO D DO OO DO D DD O

TRI State Data Exchange (TRISDX)

TSCA (TSCA). @

Compliance Information Systems (VERIFY)
Request Code for OTAQ Compliance (VERIFY MFR REG),

o}

Water Contaminant Information Taol (WCIT):

Wood Heater Information Processing System (WHIPS)

O 0 & O

Audit Policy Self-Disclosure (eDisclosure):

Next>>

‘You are in an encrypted secure session.
Help Desk: (838) 390-1995
EPA Home | Privacy and Security Notice | Contact Us

Last updated on August 22, 2003
URL: http/wvew.epa. goviepahome/usenotice.htm

After adding the “TSCA” program to the new accouhg user will be asked to specify his or
her Program ID Type as “Authorized Official” or “Bpiort Registrant” as seen in Exhibit 2-7.

eTSCA CDX Registration Guide CDX Web Registration
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Exhibit 2-7 Add Program ID

U.S. Environmental Protection Agency*
Registration

Recent Announcements | Contact Us

Logged in as, JOHN SMITH
MyCDX » Registration

Registration

Frequently Asked CDX listration: Add 1D
Questions

Help & Support

CDX Home

Terms & Conditions

Use the TAB key to move from field ta field. % = REQUIRED FIELD

Role: |ASUBMITTER x

Program ID Type: | Authorized Official j ID: |N/A *
Submission Method: | WEBFORM
FINISHED

You are in an encrypted secure session.

Help Desk: (388) 880-1985
EPA Home | Privacy and Security Notice | Contact Us

Last updated on October 28, 2008.
URL: http:iiww\w.2pa.goviepaheme/usenotice. hitm

At this point, users registering as an Authorizdtictal will receive an e-mail confirming
registration request, as seen in Exhibit 2-8 below.

Exhibit 2-8 CDX Registration Confirmation Request E ~ -mail (Authorized Official)

H9 02 %)= -
Message ©
= 1 @ = \
i @M~ x b ey % & sar = B | & Find
[= £ B safe Lists !
SRS RIS L2 e = =1 e
Reply Reply Forward Q_ cyji~ | Delete Moveto Create Other || Block Categorize Follow Mark as
to Al Folder~ Rule Actions~ | Sender 7 Up~ Unread || K Select~
Respand Adtions Junk E-mail c! Options L2} Find
From: CDX Registration Sent: Tue 11/10/2009 5:55 PM
Subject; CDX Registration Status Change

You have successfully created an authorized official account with EPA Central Data Exchange (CDX). You will be notified by e-mail when the account has been activated. After —
activation, you must log into your CDX account and complete the registration process.

If you have guestions concerning this change in registration status, you may contact us by email at helpdesk@epacdx.net or by calling the (DX Technical Suppert Staff
through our toll free telephone support on 888-890-1995 between 8:00@ am to 6:88 pm (EST) Monday through Friday.

CDX Registration Home Page
http://edx. epa. gov/

CDX Web Registration eTSCA CDX Registration Guide
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Users registering as a Support Registrant willdde=d to specify their Authorized Official’s
User ID. This can be seen on the eTSCA SupportdRagt page illustrated in Exhibit 2-9.

Exhibit 2-9 eTSCA Support Registrant Page

Once the authorized official is specified, the usdhen prompted to select the Authorized
Official’'s organization with which they’ll be assated, as seen in Exhibit 2-10.

Exhibit 2-10 eTSCA Support Registrant Page — Select  Organization

8 UIGAIZEULIL AU | SNy, ITIL.
Address: 123 Street Rd.
Fairfax
VA, 22033
Phone: 1234567890
Email: [kramen@caifederal.com

You are in an encrypted secure session.

Help Desk: (886) 890-1995
EPA Home | Privacy and Security Hotice

Contact Us

Last updated on November 11, 2005.
URL: http:ifvew vi.2pa.goviepaheme/usenoatice.htm

eTSCA CDX Registration Guide CDX Web Registration
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At this point, users registering as a Support Resms will receive an e-mail confirming
registration request, as seen in Exhibit 2-11.

Exhibit 2-11 CDX Registration Confirmation Request E-mail (Support Registrant)

Users who have not previously provided an electreignature agreement (ESA) for eTSCA
will be prompted to print, sign, and mail an ESAhe EPA (as seen in Exhibit 2-12). A copy of
the ESA form will be saved in the user's MyCDX Inxidor future reference and reprinting, if

needed.

CDX Web Registration eTSCA CDX Registration Guide
14
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Exhibit 2-12 CROMERR ESA Page

Clicking the “Create ESA & Continue” button willlal the user to proceed with the Electronic
Signature Agreement (ESA) generation process. éhdting agreement form is shown in
Exhibit 2-13. The user will be asked to print teeulted ESA as part of the ESA procedure.

eTSCA CDX Registration Guide CDX Web Registration
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Exhibit 2-13 Electronic Signature Agreement Form

Once the user has printed and exited the formy lsb@will be brought to the screen seen in
Exhibit 2-14.

CDX Web Registration eTSCA CDX Registration Guide
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Exhibit 2-14 eTSCA Verification Form Page

The user will be asked to print, sign, and maikeafication form (Exhibit 2-15 and Exhibit 2-16)
accessed by clicking the “Create Form & Continugftdin. Like the ESA, the verification form
will be saved to the user's MyCDX Inbox for futueference.

eTSCA CDX Registration Guide CDX Web Registration
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Exhibit 2-15 eTSCA Verification Form for an Authori zed Official

CDX Web Registration eTSCA CDX Registration Guide
December 7, 2009 18



Exhibit 2-16 eTSCA Verification Form for a Support Registrant

When the form is closed, a confirmation page ipldiged, as seen in Exhibit 2-16.

eTSCA CDX Registration Guide CDX Web Registration
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Exhibit 2-17 Registration Complete

The user will receive an automated e-mail confirarabf successful registration Exhibit 2-17.
Exhibit 2-18 Welcome to EPA CDX E-mail

The user’'s ESA and verification forms will be revexl by the eTSCA approver. If the user
credentials are confirmed, the user will be natifiéa e-mail Exhibit 2-18 that his or her account

CDX Web Registration eTSCA CDX Registration Guide
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has been activated. Once this e-mail is receiveduser will be able to log into CDX. This
completes the initial user registration process.

Exhibit 2-19 Registration Approval E-mail

eTSCA CDX Registration Guide CDX Web Registration
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3 Logging In

User will navigate to the CDX homepage and Redistma/Narning Notice located at
http://cdx.epa.gov as seen in Exhibit 2-2 abovearWsll follow the login process by clicking
the “Click here to Continue” link.

Exhibit 3-1 shows the CDX homepage for new andesurusers. To log in, current users will
follow the “click here” link illustrated below.

Exhibit 3-1 CDX Homepage

This will navigate users to the login screen (Ext#b2). Users will log in using the CDX
credentials established during CDX Registration.issues regarding a forgotten password,
please refer to the “Reset Password” portion &f ghiide (Section 4).

Logging In eTSCA CDX Registration Guide
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Exhibit 3-2 CDX Homepage Login

To satisfy the 20-5-1 CROMERR requirement, usefsh&iasked to establish a set of security
guestions at the point of initial login. The usell gelect five (5) security questions from a list
twenty (20) and provide answers to those five qaest(Exhibit 3-2). For security purposes,
each time the user logs in to CDX Web through th8@A tool thereafter, one (1) of the chosen
guestions will be used to confirm the identity loé submitter.

eTSCA CDX Registration Guide Logging In
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Exhibit 3-3 20-5-1 CROMERR Questions Page

After clicking the “Save Answers” button, a confatron page will be displayed to the user
(Exhibit 3-3). As stated on the webpage screenusiee will receive an e-mail confirmation as
well that his or her security questions and ansWwax® been established (Exhibit 3-4).

Logging In eTSCA CDX Registration Guide
December 7, 2009 24



Exhibit 3-4 20-5-1 Confirmation Page

Exhibit 3-5 20-5-1 Confirmation E-mail

Clicking the “Continue” button on the “20-5-1 Camfiation” page will bring the user to his or
her “MyCDX” page. After the account has been adadaa “TSCA” program link will appear
on the CDX Web home page as seen in Exhibit 3-5.
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Exhibit 3-6 TSCA Program Link on Authorized Officia | MyCDX Page

The Authorized Official users are shown a link ‘fGtient download and View Support
Registrants,” while Support Registrant users argBbi provided a link to download the client
(Exhibit 3-6).

Exhibit 3-7 TSCA Program Link on Support Registrant MyCDX Page
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4 Reset Password

In the event that a user forgets his or her passveotForgot Password?” link is provided
(Exhibit 4-1).

Exhibit 4-1 Login Page/Forgot Password Link

The “Forgot Password?” link directs users to thasfvord Reset” page (Exhibit 4-2) where the
user is asked to enter his or her username.

Exhibit 4-2 Password Reset Page
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At this point, the user will be prompted to provige answer to the security question previously
set during the registration process. This can ba seExhibit 4-3 below.

Exhibit 4-3 Password Reset Page

After the user hits “submit” to confirm his or hgaissword reset request, the screen illustrated in
Exhibit 4-4 will appear providing a temporary passt as well as an e-mail confirmation as
seen in Exhibit 4-5. It is imperative that useksetaote of the temporary password provided on
screen at the time of request, as this informasart contained in the automated e-mail.

Exhibit 4-4 Password Reset/Temporary Password

Reset Password
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Exhibit 4-5 Password Reset Confirmation E-mail

The use will now attempt to log in with the tempgrpassword provided. If done correctly, the
user will arrive at the “Change Password” page BEixii-6 and will be prompted to set a new
password. A successful password change will na@itieg user back to his or her main page.
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Exhibit 4-6 Change Password Page
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5 For Existing Users

The following section covers editing account infatran for existing users. Users must log in to
CDX (Section 3 of this guide) to arrive at the MyKPage, where he or she will be able to
change information related to the user accounfjler@rogram, company, etc.

51 Edit Current Account Profiles

From the MyCDX page, users can click the “Edit @atrAccount Profiles” link (seen in Exhibit
5-1) to edit organization information, add a newgvam, or view user roles and statuses.

Exhibit 5-1 Edit Current Account Profiles link

5.1.1 Edit Organization Contact Info

The “Edit Current Account Profiles” link seen abdwéngs the user to the “Edit Organization
Profiles” page seen in Exhibit 5-2 below.
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Exhibit 5-2 Edit Organization Profiles Page

This page contains three important links: the “Efiganization Contact Information” link, the
“Add New Program” link, and the “List Roles” links highlighted above.

5.1.2 Edit Organization Contact Information

The “Edit Organization” section allows users tomp@ any information related to their
organization, such as address, e-mail, and phom&gaiu

Exhibit 5-3 Edit Organization Information page

For Existing Users eTSCA CDX Registration Guide
December 7, 2009 32



5.1.3 Add New Program

To add an additional program, users can navigatieet6Add Program” page [Exhibit 5-4] by
clicking the “Add New Program” link.

Exhibit 5-4 Add Program Page

The original program with which the user has reged (TSCA, in this case) will no longer
appear in the list. To add one of the listed prograsimply select the radio button next to the
desired item and click the “add” button to savee T@ancel” button will bring the user back to
“Edit Organization Profiles” page.

514 List Roles

The “List Roles” link allows users to view all oishor her roles in the system for the specific
organization as well as the current statuses @cawaiting approval, deactivated) of these roles.
Exhibit 5-5 below shows the screen for a userighhbth an Authorized Official and a Support
Registrant. The Support registrant role is waifiorgapproval.
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Exhibit 5-5 List of User Roles and Statuses

From this page, the user will have the option tib @ddeactivate the roles in the list. Before
deactivation, the user must confirm this actiorpop-up box seen below.

Exhibit 5-6 Deactivation Confirmation Pop-up Window

Clicking the “OK” button will deactivate the chosesle. The “cancel” button will remove the
pop-up box and no action will be taken.

For a Support Registrant, the user can view detéilse Authorized Official’s registration
information by clicking the “Reg. Data” link. A newindow will appear with these details.
Note: roles can only be approved by the Regisinadiccount Manager.

Exhibit 5-7 Registration Data
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5.14.1 Add New Role

Users may add a new role for themselves by clickieg’Add New TSCA Role / Program ID”
link which will bring them to the screen seen below

Exhibit 5-8 Add Role Page

Users may register a second role as a Support tRagisr an Authorized Official.

Users registering a Support Registrant role wilabked to provide the User ID of the
Authorized Official under which they will be regesing. After doing so, they will choose the
appropriate organization associated with the Autleor Official they have specified. These
screens will be identical to those seen in ExtZtand Exhibit 2-10.

Those users wishing to add another role will beliregl to fill out and send in all required forms
again (essentially re-register) to be approvedHmrrole. The necessary form(s) will
automatically be generated.

This method may only be used to register for arratble for the current organization under
which the user is already registered. To add amathe for a separate organization, the user
must add a new employer profile (Section 5.2 of guide).

Note: For the TSCA program, users should alwaysrehe value “N/A” into the “ID” field.

5.2  Add New Employer Profile

The “Add New Employer Profile” link [Exhibit 5-9] ay be used to add a new organization
and/or role to a user’s profile.
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Exhibit 5-9 Add New Employer Profile link

This link will direct users to a form where he diescan input information for a new organization
[Exhibit 5-10].

Exhibit 5-10 Add Organization Page

After completing this form, the user will see thagp pictured in Exhibit 2-6 and will be asked to
provide the program for this role and organizatibine user can choose the same program
(TSCA) or a new one. He or she will then be promptechoose a user role: Authorized Official
or Support Registrant. When this process has be@pleted, the user will need to send in all
mandatory forms and be approved again by the Ratist Account Manager.
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The change will be reflected in the user’s accquiofile on the “Edit Organization Profiles”
page. As seen in Exhibit 5-11 below, a new orgadimng Company 3) has been added to this
user’s profile.

Exhibit 5-11 View New Organizations

5.3  Viewing Support Registrants (for Authorized Officials)

Authorizing Officials can check the status of thgfort Registrants registered beneath them by
clicking the “TSCA: eTSCA Client Download and Viesupport Registrants” link highlighted in
Exhibit 3-6.

Note: This link will appear differently for Suppdriegistrant users. If logged in as a Support
Registrant, link will read “TSCA: eTSCA Client Dovaad” and will not contain any additional
information about users.

This link will direct Authorized Official users ta page where they will be asked to choose
whether they would like to view Support Registraafibormation to be directed to the eTSCA tool
download page.

Clicking the “View Your Support Registrants” pagélhallow users to view a list of all the
Support Registrants that have registered under (hemthe Support Registrant listed that
Authorized Official’s User ID at the point of regiation).
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Exhibit 5-12 List of Support Registrants

The information listed with each Support Registiantudes: his or her Name, CDX User ID,
Organization information (Name, Address, E-maillepbone Number), and the status of the
registration.

5.4 The CDX User Inbox

The CDX user inbox can be accessed two ways—viéirtken the left-hand navigation pane or
the notification on the MyCDX user homepage. Thasfitation, as seen in Exhibit 5-13 below,
displays the number of unread messages that clyreeqst in the inbox.
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Exhibit 5-13 How to Access User Inbox

54.1 Viewing and Sorting the User Inbox

A sample view of a user inbox can be seen belokximbit 5-14. This in box contains five (5)
messages, three (3) of which are new.

Exhibit 5-14 User Inbox
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Messages in the inbox can be sorted by status ¢gne@ad), sender, subject, or date. To sort by
one of these options, users may click the titledeeaf that column and the messages will
automatically sort in ascending order (for sendebject, or date). Clicking the column header
again will sort messages in descending order.

An envelope icon & ) denotes a new (un-read) message in the inboxleBault, the column
header will read “all’ — meaning that it is showialmessages in the inbox. Clicking this header
will change the text “all” to show the un-opened@ope icon. The inbox will now display only
un-read messages, as seen in Exhibit 5-15 below.

Exhibit 5-15 Inbox view: Unread messages

If clicked again, the un-opened envelope icon ghihnge into an opened envelope ic Q 0,
and the inbox will now display only previously rem@ssages. A sample inbox can be seen in
Exhibit 5-16 below.

Exhibit 5-16 Inbox view: Read messages

Finally, the inbox will return to the default “altfisplay if the column header is clicked again.

Selecting a message can be done by clicking thekdbex associated with the desired message.
Messages must be selected before attempting teed®#lelownload an attached file. To select
all, click the header check box located in the dregder section.

Attachments may also be downloaded by opening #esage and clicking the file link located
within.

5.4.2 Messages in the user inbox

The items in the system inbox will be similar to$ke received by the user at the e-mail address

he or she provided during registration. Users cgoeet to see some of the following messages
in their CDX inbox*:

- Subject:Welcome to CDX— This message is received upon CDX registratielteming
users to the Central Data Exchange.

- Subject:TSCA ESA is attached— As part of the registration process, usershélrequired to
print and sign an Electronic Signature Agreeme@AJE A digital copy of this form is
available for download from this message in the ug®ox.
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- Subject:eSIG-PIN Questions Answered- This message is to inform users that they have
successfully established their 20-5-1 questionaarsiver sets. The e-mail contains the five
guestions the user has chosen, but for securityoses, does not include the user’'s answers.

- Subject: Authorized Official Verification Form or Support Re gistrant Verification Form —
When a user has signed up as (or has added ashad@ Authorized Official or a Support
Registrant, he or she will need to go through dieation process and be approved by the
EPA. A digital copy of this verification form wilbe available for reference or printing in this
inbox message.

- Subject:You successfully signed a document This message will appear after a user has
successfully submitted a form with the eTSCA tdiahforms the user that he or she has
successfully signed a document with CROMERR.

*Message title and content subject to change. Aalthil messages may appear.
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Appendix A. List of Acronyms
The following is a list of acronyms used in thissdment.

Acronym/Term Definition
CDX Central Data Exchange
CoR Copy of Record
ECMS Enterprise Content Management System
EPA Environmental Protection Agency
ESA Electronic Signature Agreement
eTSCA Electronic Toxic Substances Control Act
IE Internet Explorer
OPPT Office of Pollution Prevention and Toxics
OPPTS Office of Prevention, Pesticides, and Toxic Substances
PMN Pre-manufacturing Notice
SRN Submission Report Number
SSL secure socket layer
TSCA Toxic Substances Control Act
ul user interface
WSDL Web services description language
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